
 

 

   III   bbbeeellliiieeevvveee   iiinnn   eeevvvooollluuutttiiiooonnn!!!      
So often in visiting new customers I see 
networks that have evolved over time 
from a simple way of linking two 
computers together into a complex tangle 
of spaghetti-like wiring held together by 
the proverbial string and sticky tape. 
Often these networks are causing real 
performance problems now; they always 
pose a risk of serious failure for the 
future. Because they consist of wiring 
largely hidden from view and boxes with 
obscure functions, they are ignored until 
they go wrong. 

I also believe in intelligent design.  
Intelligent design starts with an 
understanding of real world needs for 
capability, for reliability and resilience, 
and for performance and security. As 
ever the design process is littered with 
choices and trade-offs – performance versus cost, accessibility versus security, 
resilience versus simplicity.  

Choices, choices, choices 
Once the requirements are understood, thoughts move on to considering the choice 
of technology. TCP/IP is almost bound to be the main choice today, but underlying it 
are technologies that are changing as fast as ever. Within buildings, cabling may 
need to be replaced to achieve speed and reliability. It needs to be specified correctly 
and properly installed if it is to deliver what is required of it. The necessary switches 
and routers need to be correctly specified and configured to control network traffic. 
Maybe a wireless capability is needed?  

Routes we can go by 
Between buildings there are further options with ISDN, ADSL, SDSL, 'traditional' 
leased line, and even wireless and satellite links. At this stage some thought needs to 
be given to resilience. Most of these technologies offer highly reliable means of 
communication. However, they do sometimes break and consideration must be given 
to the costs incurred if, for example a branch office is unable to communicate with 
headquarters for a significant period. 

There’s more 
There is not space here to cover network security. Suffice to say that it is vital that 
security is addressed as a part of the design process. As a bare minimum no 
unencrypted data traffic should go outside the premises. And give a great deal of 
thought to the physical security of the network infrastructure. Both malicious and well-
meaning interference with networking components can cause havoc with the 
network. 



 

 

Finally give some thought as to how the operation of the network will be monitored. 
Given its importance in many organisations it could well be worth investing in a 
network monitoring service to ensure that you or your service provider are alerted to 
any potential problems before they occur, or at least that you know about them 
before your users do. 
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